Manned Spaceflight Systems, FAA Air Traffic Enroute System, multiple Department of Defense Command and Control Systems, multiple Airline Reservation Systems, etc.) in the teleprocessing area without benefit of today's technology. The difference between then and now appears to be one of clear recognition of objectives and a willingness to pay the associated price.
The prototype management tool, which we call a "sidestream" processor tool (based on use of an IBM Seriedl) as discussed in this paper, has benefited from past experience. It is also an outgrowth of a study between IBM and a customer where the management objectives and associated price were clearly understood. The management tool was planned, developed, and tested in concert with the application system. Thus it had its own project nature and emerged as an operational tool at the same time as the application system became operational. This tool was designed to automate many of the labor-intensive management activities associated with a large teleprocessing environment. Heretofore, many of these activities were done manually by the data processing organization. The tool was also designed to complement a centralized management organization in a network management center environment, other tools such as digital and analog com-' munications test facilities, product-oriented problem determination procedures, and other generalized operational procedures. This total management approach has put the customer in the position of being an experienced system manager and fully confident that he can satisfy the expanding service level objectives of his corporate organization.
The shortcomings in today's management systems and the realization that automation of management styles may not be solved with a single universal tool is clear from past experience where user requirements demanded diverse hardware products, multiple operating systems, multiple data base access methods, and multiple data communications access methods. As a result, IBM has tested a number of different approaches to communications management tools. Some of these tools are based on the traditional host computer application environment (i.e., mainstream) as discussed in other papers.''' Another approach is the sidestream processor tool prototype being discussed here. This prototype includes functions as discussed in the following section.
Prototype design
A total management system has to address the system planning, system development, and system operation processes. Within these distinct processes there must be components to address problem management, change management, installation management, project management, performance management, account- ing management, security management, recovery management, operations management, etc. With the sidestream small processor tool we are focusing on an integrated approach to problem, change, and installation management relative to the systems operation process (Figure 1 ). These particular areas have special significance because (1) they are major cost elements today for any teleprocessing servicer and ( 2 ) there has not been an effective integrated approach to problem and change management.
It should also be noted that a sidestream approach is complementary to a mainstream approach (Figure 2) . In this illustration those management functions that are best integrated into the host (i.e., network problem determination application, display exception monitoring facility (DEMF), network performance appli- cation, interactive problem control system, etc.) are shown complementing the sidestream approach to form an overall system management approach.
The specific philosophy which guided the design of the prototype is summarized as follows:
1. Addresses all components of a communication system-A communication system consists of all system-related components. We define a component as anything that, when not functioning properly, impacts the end user. Included are terminals, modems, lines, multiplexers, storage devices, processors, system software, and application software used to support a network. Also included are the sources of power, 
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cedures because their failures can also impact the end user.
2.
Anticipation of problems-Problems must be approached realistically with the realization that they will occur. Procedures I should be in place to minimize their impact. This, of course, is true for any computer system. However, when the computer system is contained in one location and a select group of computer operations personnel (e.g., user help, host control, network control, master terminal operator) interface to it, outages can be more easily managed, and the end user can be shielded from a number of problems.
The span of control is greatly increased when terminals are attached to the computer. The computer operation is more visible, and it is more obvious to the end user when things are not working properly.
3.
Oriented toward centralized management-The third principle of the design philosophy of the prototype is centralized management. All user problems must be called to one central location. This implies that it is necessary to accept anything the end user wants to categorize as a problem (this is consistent with principle 1). It also implies that the prototype is able to promptly collect the data that the user provides on the problem. The process of recording all problems in one centralized location helps to solve problems. For example, if a telephone line fails, and all the users connected to that line call the central location, the cause of the problem will be fairly evident.
4.
Separate system -The problem management system is implemented on a computer separate from the system being managed. By being separate, the sidestream processor tool can be inserted into the communication system operational process without any disruption to the applications. The tool is not dependent on host hardware or software configurations, so the customer can change applications, hardware, or control software without disrupting the tool. The tool can in fact be used to manage such changes. It is available during most system outages. Installation and maintenance of the processor tool are not competing for resources used to run the communication system. Contention for system resources and critical programming skills is avoided. Physical network facilities (lines and modems) can be installed, tested, or reconfigured prior to attachment to the operational host CPU or to a communications multiplexer that has been properly generated for the system. This requires additional test equipment which will be discussed later under Network Control. This capability enables flexible installationireconfiguration plans, with multiple activities being completed in parallel.
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There is another subtle benefit to a separate system. On-line networks frequently have customer service, quality control, or other departments outside the data processing organization responsible for network stability. A separate system provides a tool totally controlled by that organization.
Lastly, there is an element of simplicity associated with a separate system approach. The sidestream processor tool becomes stable after installation and provides reliable service for long periods before there is a component failure. By being separate, it also frees management from addressing interactions that might occur with the business application system.
5.
Single data base-The prototype maintains a data base reflecting the current state of the communication system including all problems and changes affecting the communication system. Any user group, customer group within the data processing organization, supplier, or contractor has access to relevant having a separate list of problems and priorities.
6.
User advocate -A final and key principle of the design philosophy is that the communication system management staff must view itself as a user advocate as opposed to a data processing center advocate. Many of the sidestream processor tool functions are oriented to this attribute. Flexible formats, alerts, scripts, and data base are major examples of the enduser advocate.
Sidestream processor tool physical configuration
In order to achieve the sidestream approach design objectives of environment independence, establishment organizational structure independence, and high tool availability, it was decided to implement the basic management functions on a physically separate and dedicated processor. To achieve the objectives of cost effectiveness, it was decided to use a small processor with expansion capabilities in processor speeds, storage sizes, Iio peripherals, etc. Figure 3 illustrates one potential configuration with three operator stations; however, up to 14 operator stations can be attached to a single processor, if so required. Also, to achieve customer productivity through use of lower skill levels (e.g., fewer technicians and no programmers), a turnkey package of control and application software was integrated into diskette format. Customer access to flexible function is achieved via utility functions which allow easy format specification for problem management, change management, configuration management, report generation, alert values, authorizations, etc. Lastly, a predefined starter system was packaged on optional diskettes to allow tool 
Problem management
Problems in the communication system are divided into two categories: (1) major outages and (2) service degradation.
The first category is the loss of a major facility, such as the outage of a telephone line, multiplexer, or CPU. People in the organization usually have the expertise to manage major outages. What is often ignored are individual minor "irritants" that collectively contribute to service degradation. Such irritants include problems with the operation of the hardware and software, and poor performance by operators and by suppliers of various services.
Service degradation and major outages have equal impact on user satisfaction, and evaluating the effectiveness of a communication system exclusively from reports and statistics generated by host programs may result in missing what is actually happening. An evaluation of the performance of all factors involved with system operation must be based on how the end user views the communication system. System degradation is addressed by the processor tool just as effectively as it addresses major outages.
We now discuss four components essential to the processor tool problem management system. They are:
(1) a structured approach, (2) alerts, (3) assisting the center operator, and (4) a complete record of problem activity. When the user calls to report a problem, the user help operator approach opens a problem record on the processor tool and selects the appropriate problem category. Categories may include host hardware, host software, remote hardware, facilities, line, modems, procedures, the tool itself, etc.
These categories were previously defined by the organization managing the communication system. Unique express formats can also be designed to enhance quick and meaningful data capture. At the time these categories were originally generated, unique data fields were defined for each category. We also note here that decisions can be made to specify attributes for each data field, namely length, use, required versus optional, fixed versus variable length, numeric versus alphanumeric, and default values. These fields will now be displayed to the user help operator to prompt for relevant data.
After recording the data needed from the user, the operator then examines the data base for additional data needed to complete the problem record. If sufficient information is available at this point, the operator will assign the problem to a specific problem resolver. If the correct problem solver is not known at this time, the problem will be assigned to another individual in the management 
The steps just discussed could be carried out in a manual system. alerts However, in a manual system paper can get misplaced, problems can go unresolved, and schedules can be missed. To assist in the tracking of problems, the processor tool provides an automatic, three-stage alert facility. The alert is a notification to the center operator and ultimately to management that some situation requires attention.
The first-stage alert notifies the operator that it is time to follow up on the progress of a problem. An alert does not create havoc in managing the communication system. It simply notifies operators that it is time to review the progress of a problem.
A second-stage alert escalates notification to the operator's supervisor if no action was taken by an operator after a first-stage alert. Management is now involved in time to act rather than react. In similar fashion, an automatic third-stage alert escalates notification to another management hierarchical level if no action was taken by either the operator or the next supervisory level. Alerts are also recorded in the problem record history to allow for audit trail analysis.
There are three conditions that will cause alerts: (1) time exception, ( 2 ) reopened problem, and (3) excessive reassignment.
A time exception occurs if no action is taken within a designated period of time. If the management center calls for service and the supplier fails to respond within the established time period, a first-stage alert is issued. A second-stage alert is issued if no corrective action is taken within a subsequent designated period of time. Finally, if there is still no corrective action, a third-stage alert is issued.
When a problem is logged in the processor tool as resolved, it is closed. If the same problem reoccurs, it may be reopened. Reopening a closed problem causes a second-stage alert because from the end user's perspective, it is an aged problem, and it ~ should also be worthy of management review. Management at-~ tention will help to minimize abuse of the alert feature by premature operator closing action to avoid the alert function.
Excessive reassignment occurs when no one problem solver will take responsibility for a situation. An alert is issued if a problem is reassigned four times.
The gathering of relevant data for problem management is accom- 
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unsure of what to enter in the data collection fields or who should receive the problem, additional operator prompting is available through a feature called scripts. Scripts are user-defined programs written in a simple English-like language, which run in the I processor tool. When an operator calls a script, text is displayed or questions are presented on the center operator's display terminal. The operator's response determines the path to the next question. More text may be displayed or another question asked. Answers to script-prompted questions may be automatically inserted in the appropriate data collection fields in the problem data collection format. A script may also contain information that could be used to circumvent or even solve the caller's problem. In this mode, the script functions as a problem determination procedure and/or a problem recovery procedure. Scripts may also present a menu of options. The operator selects one of the options, which results in other scripts being invoked. New center operators are apt to become productive more quickly through the use of scripts.
problem
All problems are logged and tracked. No problem record can be activity deleted. Updating a problem record always adds to the record; it record never rewrites any part of the record. The complete record provides data for basic status reports. In addition, the data is gathered and formatted for convenient processing by the host computer. Host data reduction programs can process the information to produce reports for management evaluation and trend analysis.
Change management
A specific change may or may not be desirable, but any change can be catastrophic if unmanaged. Every installation has a procedure for handling change. The procedure may be an informal one in which there is an oral communication that a change needs to be made and that it should be done by a specific time. If there are no objections, the change is implemented. Most data processing organizations have a change management system with more structure than the informal one just mentioned. Included with a request for a specific change may be an estimation of its priority and the schedule for its implementation. The proposed change is then reviewed. This review process may involve one person or many people at a regularly scheduled meeting.
Change management as implemented in the sidestream processor tool will enhance an existing change management system, not replace it. If a formalized change management system does not exist, the processor tool provides an automated change management system. The functions addressed are:
1. Change Request-A person requesting a change enters the request through the tool. The change request is assigned to a specific category, and the reviewers associated with that cate- The data available from these intelligent modems is of immense value when used as a problem determination tool. To list a few examples, it is possible to determine if a terminal is powered on or off by examining the "data terminal ready" lead on the EIA interface that is the interface between the business machine and the modem. By an examination of the "request to send" and "clear to send" leads it is possible to determine if a modem or a terminal is causing a streaming condition. (Streaming is a condition that exists when a multipoint terminal is transmitting continuously. A streaming terminal blocks out communication with all other terminals on a multipoint line.) The state of the "data set ready" lead can indicate whether or not a modem is in a test condition.
Additional problem determination capability exists in the ability to transmit commands to the modems. This ability can cause a modem to self-test and report the results, to transmit and receive predetermined test patterns and detect errors, to switch to standby modems, or to loop back either the phone line or the terminal. In the case of a streaming modem or terminal, it is possible to prevent transmission on that modem, thus restoring the rest of the line. Furthermore, all of these tests are controlled in the communication system management center and require no involvement of personnel at remote locations. The fact that these tests can be executed from the management center is even more significant when a remote site is either unattended or staffed by nontechnical personnel.
The recognition of a problem utilizing the intelligent modems, coupled with the problem tracking structure of the processor tool system, has the effect of making both functions more valuable than they are when used separately.
information to support the sidestream processor tool
The processor tool maintains a data base reflecting the current state of the network. This data base consists of four files. The content of these files is summarized in Table 1 .
In addition to the data required by the tool, each file provides space for information defined by the management of the center. Examples of this information are shown in Table 2 .
These files are related by a set of pointers. This relationship is indicated schematically in Figure 5 .
The four data base files provide information to support the problem management effort. Each particular file has to be accessible from the reference point of the person who needs the information. Therefore, the locations and circuits are known to the system by more than one name. These names are defined by the communication system management staff.
The location file points to the inventory items at the location, the suppliers who service the location, and the circuits which are connected to the location. The circuit and inventory records point to their associated locations.
If the location is known, any inventory, supplier, or circuit associated with the location can be determined. If the circuits are known, any location on that circuit can be found. If an inventory item is known, it is easy to find the suppliers servicing it by examining the related location record and then the suppliers that service the location.
Concluding remarks
Prototype testing experiences have led the authors to the following observations in the specified areas. 
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because of its increasing hierarchical visibility as it escalates. This escalation activity also contributes to shorter problem resolution times because it minimizes the errors of omission that may result in an undisciplined environment. Lastly, an active notification system contributes to increased data processing credibility with the end-user community. This credibility results from the end user's awareness that the management center operator is working the problem without benefit of additional end-user complaints. In the change management area, active notification will prevent additional costs resulting from poorly coordinated changes in a distributed processing or similar environment. Similarly, an active notification for project scheduling and tracking elements can reduce costs with unnecessary rescheduling associated with suppliers, building contractors, etc.
3.
Separate systrms-The definition of "sidestream" as discussed in this paper is based on physical separation of the management tool from the business application process. It allows data processing management to choose this approach when they might have the following environment: Cost Effective Tools-Management tools must be cost effective to receive proper consideration. They must be considered relative to the potential teleprocessing growth requirements of the enterprise. Trade-off analyses must be made between manual but labor-intensive efforts and automated tools. Data processing management must be able to articulate the value relative to the communication system management re- quirements and do the necessary planning relative to the future business environment. Too often this approach is not I taken, and automated tools are pursued on an expedited basis only in crisis or disaster mode. In the absence of a crisis or a proper future plan, management usually finds it difficult to justify funding of automated management tools. For example, our prototype testing forced a trade-off analysis between the traditional manual approach and an automated tool as described in this paper which cost less than the services of one person on a life-cycle basis. It is our opinion that this may not be a difficult position for a growth-oriented enterprise that wishes to enhance management discipline.
These observations were consistent with the design philosophy of the sidestream approach. The inherent flexibility of the tool allowed for dynamic adaptation as a result of operational experience with negligible impact to the business application process. This same flexibility allowed for subsequent creation of an IBM predefined starter system for a short installation period at a subsequent test facility with the prototype. Also, the above activity was accomplished without the need for any system programmers or technical knowledge of the sidestream processor. Lastly, this automated tool has helped prototype facilities to achieve the objectives of productivity, management discipline, and resultant end-user satisfaction.
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